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1. Docker



AVOKOIVWOEIC / AIEUKPIVIOEIC

EpwTtnocsic:
e [IaTi eival TepacTio TO docker image ethan42/iwconfig;

o [lepiexel debugging epyaAcia TpoeykateotTnueva + python3
e [1aTi TO export dev TPEXEI OTO image aAAG OTO container;

o MrTropeite va Xpnoluotroinoete docker save yia images



2NUEPQ
e x86 Fundamentals Id yOU kOW- .o
o Call Return Semantics -

e Basics of buffer overflow attacks
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in order to play the role of an
insane and mentally depressed person in
the movie "Joker , Joaquin Phoenix
started learning programming in assembly.




Y1reOuuion via lNepiexopeva Mviung
(aka speedrunning progintro)



H Mvnun Opyavovetor e Bytes (YrevBouion)

To pEyebog TNG uvnuNG LETPATAI O€ Bytes: “Byte0 | 0 0

Byte 1 0 1

e 1KB (KiloByte) = 1.000 Bytes Byte 2 1 1

MvAun pe J

e 1 MB (MegaByte) = 1.000.000 Bytes N Bytes

e 1 GB (GigaByte) =1.000.000.000 Bytes

Byte N-1 0 0

_ ByteN 0 1




Katmyopiec Mvnung

YTTapxouV 3 Katnyopieg uvnunge:

1. HoToifa (stack)
2. O owpdg (heap)
3. Hmaykoouia / otatikn pvnun (global / static memory)



H otoifa (Stack)

H oToifa (stack) €ival pia ouvexouevn TEPIOXN TNG KLVNUNG
TTOU TTPOCTIOEVTAI KO APAIPOUVTAI OTOIXEIO pE OEIPA
Last-In-First-Out (LIFO), OnAadr) TO TEAEUTAIO OTOIXEIO TTOU
TTPOOTEBNKE €ival TO TTPWTO TTOU Ba agaipebEi.




Byte 1

H otoifa (Stack)

Byte 2

H oToiBa (stack) eival pio GUVEXOUEVN TTEPIOXA TS LVARNG Byte 3
TTOU TTPOCTIOEVTAI KO APAIPOUVTAI OTOIXEIO pE OEIPA

Last-In-First-Out (LIFO), OnAadr) TO TEAEUTAIO OTOIXEIO TTOU

TTPOOTEBNKE €ival TO TTPWTO TTOU Ba agaipebEi.

char a = 61; char b = 62; char ¢ = 63;

Byte 31996
Byte 31997
Byte 31998

Byte 31999

Byte 32000



Byte 1

H otoifa (Stack)

Byte 2

H oToiBa (stack) eival pio GUVEXOUEVN TTEPIOXA TS LVARNG Byte 3
TTOU TTPOCTIOEVTAI KO APAIPOUVTAI OTOIXEIO pE OEIPA

Last-In-First-Out (LIFO), OnAadr) TO TEAEUTAIO OTOIXEIO TTOU

TTPOOTEBNKE €ival TO TTPWTO TTOU Ba agaipebEi.

char a = 61; char b = 62; char ¢ = 63;

Byte 31996
char d = 64; Byte 31997
Byte 31998

Byte 31999

Byte 32000



Byte 1

H otoifa (Stack)

Byte 2

H oToiBa (stack) eival pio GUVEXOUEVN TTEPIOXA TS LVARNG Byte 3
TTOU TTPOCTIOEVTAI KO APAIPOUVTAI OTOIXEIO pE OEIPA

Last-In-First-Out (LIFO), OnAadr) TO TEAEUTAIO OTOIXEIO TTOU

TTPOOTEBNKE €ival TO TTPWTO TTOU Ba agaipebEi.

char a = 61; char b = 62; char ¢ = 63;

Byte 31996
char d = 64; Byte 31997
Byte 31998

Byte 31999

Byte 32000



Byte 1

H otoifa (Stack)

Byte 2

H oToiBa (stack) eival pio GUVEXOUEVN TTEPIOXA TS LVARNG Byte 3
TTOU TTPOCTIOEVTAI KO APAIPOUVTAI OTOIXEIO pE OEIPA

Last-In-First-Out (LIFO), OnAadr) TO TEAEUTAIO OTOIXEIO TTOU

TTPOOTEBNKE €ival TO TTPWTO TTOU Ba agaipebEi.

char a = 61; char b = 62; char ¢ = 63;

Byte 31996
Byte 31997
Byte 31998

Byte 31999

Byte 32000



Byte 1

H otoifa (Stack)

Byte 2

H oToifa (stack) €ival pia ouvexouevn TEPIOXN TNG KLVNUNG Byte 3
TTOU TTPOCTIOEVTAI KO APAIPOUVTAI OTOIXEIO pE OEIPA

Last-In-First-Out (LIFO), OnAadr) TO TEAEUTAIO OTOIXEIO TTOU

TTPOOTEBNKE €ival TO TTPWTO TTOU Ba agaipebEi.

char a = 61; char b = 62;

Byte 31996

Byte 31997

Byte 31998

Byte 31999

Byte 32000



T amoBnkedeTon cuvnbwc oty 6Toifa;

2: OpiopaTa TTOU TTEPVAUE OTNV

ouvapTnon

int equalIgnoreCase(char char1, char char2) {

char lowerChar1 tolower(char1);

1: TOTTIKEG
MeTaBANTEC

OPITREVEC har lowerChar2 = tolower(char2);
HECQ OTNV - .
A anes-eturn lowerChar1 == lowerChar2;

3: [poocwpiva dedopEva

(ouvBwg pEPIKA bytes) TTOU
ATTOONKEUEI O HETAYAWTTIOTAG




T amoBnkedeTon cuvnbwc oty 6Toifa;

2: OpiopaTa TTOU TTEPVAUE OTNV

ouvapTnon

int equalIgnoreCase(char char1, char char2) {

char lowerChar1 tolower(char1);

1: TOTTIKEG
MeTaBANTEC
OPIOUEVEG

HECQ OTNV - .
A anes-eturn lowerChar1 == lowerChar2;

har lowerChar2 = tolower(char2);

3: [poocwpiva dedopEva

(ouvBwg pEPIKA bytes) TTOU
ATTOONKEUEI O HETAYAWTTIOTAG

CompTmp2
lowerChar2

lowerChar1

CompTmp1

char?2

char1




T amoBnkedeTon cuvnbwc oty 6Toifa;

int equalIgnoreCase(char char1, char char2) {;

CompTmp2
char lowerChar1 = tolower(char1); lowerChar?
char lowerChar2 = tolower(char2); lowerchar

return lowerChar1 == lowerChar2; CompTmp]

char?2

XwpPog TTou OECUEVETAI OTNV OTOIRa o€ KABE KAjon TNG ouvapTnong Har
char

equallgnoreCase. AUTO TO KOUUATI LvAUNG AEYETAI KOT OIAY QAU
gvepyoTroinonc (activation record R stack frame) TN¢ cuvapTnONg




T amoBnkedeTon cuvnbwc oty 6Toifa;

char tolower(char c) {

if (¢ >= 'A' && ¢ <= 'Z")

return ¢ + ('a' - 'A');
return c; -
\ CompTmp2
int equalIgnoreCase(char char1, char char2) { lowerChar2
mmmm) char lowerChar1 = tolower(char1); lowerChar1
equalIgnoreCase <
char lowerChar2 = tolower(char2); CompTmp1
return lowerChar1 == lowerChar2;
char2
}
char1

T1 Ba oupPei 0tav KAnBei n cuvaptnon tolower TNV TTPWTN POPQG;




T amoBnkedeTon cuvnbwc oty 6Toifa;

char tolower(char c) {

if (¢ >= 'A' && ¢ <= 'Z")

return c +

return c;

}

int equalIgnoreCase(char char1, char char2) {

sy char lowerChar1 =

char lowerChar2 =

return lowerChari

tolower <

(‘a’ - "A");

tolower(char1);
equalIgnoreCase <

tolower(char2);

== lowerChar2;

CompTmpS
CompTmp4
CompTmp3
C
CompTmp2
lowerChar2

lowerChar1

CompTmp1

char?2

char1




T amoBnkedeTon cuvnbwc oty 6Toifa;

char tolower(char c) {

if (¢ >= 'A' && ¢ <= 'Z")

return c +

) return c;
}

int equalIgnoreCase(char char1, char char2) {

mmmm) char lowerCharil =

char lowerChar2 =

return lowerChari

}

tolower <

(‘a’ - "A");

tolower(char1);
equalIgnoreCase <

tolower(char2);

== lowerChar2;

TI Ba oupPei OTav eKTEAEOTEI N EVIOAN return;

CompTmpS
CompTmp4
CompTmp3
C
CompTmp2
lowerChar2

lowerChar1

CompTmp1

char?2

char1




T amoBnkedeTon cuvnbwc oty 6Toifa;

char tolower(char c) {

if (¢ >= 'A' && ¢ <= 'Z")

return ¢ + ('a' - 'A");
return c; .
) CompTmp2
int equalIgnoreCase(char char1, char char2) { lowerChar?2
char lowerChar1 = tolower(char1); lowerChar
equalIgnoreCase <

mmmmmm) char lowerChar2 = tolower(char2); CompTmp1

return lowerChar1 == lowerChar2;

}

char?2

char1

T1 Ba oupPei otav ekteAeoTei N deuTEPN KANON tolower;




T amoBnkedeTon cuvnbwc oty 6Toifa;

char tolower(char c) {

if (¢ >= 'A' && ¢ <= 'Z")

return c +

) return c;
}

int equalIgnoreCase(char char1, char char2) {

char lowerChari1l =

mmm) char lowerChar2 =

return lowerChari

}

tolower <

(‘a’ - "A");

tolower(char1);
equalIgnoreCase <

tolower(char2);

== lowerChar2;

TI Ba oupPei OTav eKTEAEOTEI N EVIOAN return;

CompTmpS
CompTmp4
CompTmp3
C
CompTmp2
lowerChar2

lowerChar1

CompTmp1

char?2

char1




T amoBnkedeTon cuvnbwc oty 6Toifa;

char tolower(char c) {

if (¢ >= 'A' && ¢ <= 'Z")

return ¢ + ('a' - 'A");
return c; .
) CompTmp2
int equalIgnoreCase(char char1, char char2) { lowerChar?2
char lowerChar1 = tolower(char1); lowerChar
equalIgnoreCase <

char lowerChar2 = tolower(char2); CompTmp1
mmm) return lowerChar1l == lowerChar2;

}

char?2

char1

T1 Ba oupfei 0tav ekteAeoTei n return TnNG equallgnoreCase;




T amoBnkedeTon cuvnbwc oty 6Toifa;

char tolower(char c) {

if (¢ >= 'A' && ¢ <= 'Z")

return c +

return c;

}

(‘a’ - "A");

int equalIgnoreCase(char char1, char char2) {

char lowerChari1l =
char lowerChar2 =

return lowerChar1

}

T1 Ba oupfei 0tav ekteAeoTei n return TnNG equallgnoreCase;

tolower(char1);
tolower(char2);

== lowerChar2;




[I6Ga bytes €yetl €voc int;

24



Endianness

Endianness AEpE TOV TPOTTO UE TOV OTTOIO OI AKEPAIOI aTTOBNKEUOVTAl OTNV pvnun. Ol
akEpalol atroteAOUVTAl ATTO TTOAAA bytes KAl ETTOUEVWG TTPETTEI VA ATTOPACICOUUE
AV TOUC ATT0ONKEUOUPE ATTO TO PIKPOTEPO OTO LEYAAUTEPO (little endian) ) atTd TO
HLEYOAUTEPO OTO UIKPOTEPO (big endian).

68 ('h') 65 ('e') 6c ('1') 6c ('1')

To TTpwTO byte TNV puvAun €ival 6¢c6c6568

TO WIKPOTEPO byte TOU aApIBuoU




[Tapdoeryno Endianness

T1 Ba TUTTWOEI TO TTAPAKATW:

#include <stdio.h>
int main() {
int x = 0x42434445:
char * bytes = (char*)&x;
int 1i;
for(i = 0; i < sizeof(int) / sizeof(char); i++)
printf("%02x\n", bytes[i]);

return 0;



[Tapdoeryno Endianness

$ ./int
T1 Ba TUTTWOEI TO TTAPAKATW: 45
44
43
#include <stdio.h> 42

int main() {
int x = 0x42434445;
char * bytes = (char*)&x;
int i;
for(i = 0; i < sizeof(int) / sizeof(char); i++)
printf("%02x\n", bytes[i]);

return 0;



ENDIANNESS

BIG ENDIAN - The way LITTLE ENDIAN - The
people always broke way the king then
their eggs in the ordered the people to
Lilliput land break their eggs

Credit:
http://flickeringtubelight.net/blog/2004/05/big-endian-and-little-endian-storage-schemes-how-to-remember/

Little endian (x86/x86_64/arm/...):

LSB stored in smallest memory
address

Big endian (PPC/SPARC/...):

MSB stored in smallest memory
address

Bi-endian (Some arm and mips):
Can switch dynamically

28



Compilation
Workflow &
Execution
Semantics




To answer

s this program safe?

We must first know

What will executing it do?




Source
Language

42.cin C

Pre-processor

(cpp)

=)

Compilation # Language

42 in x64

» Compiler » Assembler » Linker »
(cc) (as) (Id)

31



<stdio.h>

(

$ gcc -E "% s answered % d

ink : :
° Hnker #include expansion

#define substitution




Generate assembly code




hello.s -0 hello.o
hello.o
ELF -bit LSB relocatable,
x86-64, version 1 (SYSV), not stripped

Create object code

(the ones and zeros a computer executes)




$ 1d <opts>
(this one is complicated; see gcc -v)

-v hello.c

-plugin
/usr/lib/gcc/x86_64-1inux-gnu/10/1iblto_plugin.so
-plugin-opt=/usr/lib/gcc/x86_64-1inux-gnu/10/1to-wrapper
-plugin-opt=-fresolution=/tmp/ccLvgq7Mj.res -plugin-opt=-pass-through=-1lgcc
-plugin-opt=-pass-through=-1gcc_s -plugin-opt=-pass-through=-1c
-plugin-opt=-pass-through=-1gcc -plugin-opt=-pass-through=-1lgcc_s --build-id --eh-frame-hdr
-m elf_x86_64 --hash-style=gnu --as-needed -dynamic-linker /1ib64/1d-1inux-x86-64.s0.2 -pie
/usr/lib/gcc/x86_64-1inux-gnu/10/ ../ ../ .. /x86_64-1linux-gnu/Scrtl.o
/usr/lib/gcc/x86_64-1inux-gnu/10/ ../ ../ .. /x86_64-1linux-gnu/crti.o
/usr/lib/gcc/x86_64-1inux-gnu/10/crtbeginS.o -L/usr/lib/gcc/x86_64-1inux-gnu/10
-L/usr/lib/gcc/x86_64-1inux-gnu/10/ ../ ../ .. /x86_64-1inux-gnu
-L/usr/lib/gcc/x86_64-1linux-gnu/10/../../ ../ ../1ib -L/1ib/x86_64-1inux-gnu -L/1ib/../1lib
-L/usr/1ib/x86_64-1inux-gnu -L/usr/lib/../1ib -L/usr/lib/gcc/x86_64-1linux-gnu/10/../../ ..
/tmp/ccRnv5wm.o -lgcc --push-state --as-needed -lgcc_s --pop-state -lc -1gcc --push-state

Linker links with other compilation units (.0) and
libraries (.a) to produce an executable.




Compilation is not necessarily invertible

Compilation

Turn source code into
executable code using
programmer-defined
abstractions as a guide

translation.

Source Code

Binary Code

Reversing Tools

Reversing

Best case effort to
recover source code

from binary code.



Interview Question: How would you see the content of a
binary program?

37



Binary

Code Segment
(.text)

Data Segment
(.data)

The final executable binary

* Text segment
e Data for constants like “hello world” and
globals

e And more...

# read the various sections. Also see 'nm™
$ readelf -S <file>

# -d: disassemble
# -S: match symbol locations to source
$ objdump <-d> <-S> file

38



BASIC
EXECUTION
MODEL




Executable file Segments loaded and Processor executes
segments process memory created process in memory
Fetch, decode, execute
O o ) text ’ ’
text — data
Processor
— stack
( .
\ / heap read and write

File system Memory



o Address of next instruction

0 General purpose registers

x064 Processor

Control flow status registers e

RIP FLAGS
RAX RS
RDX RDI

RCX RS

RBX RO

RSP R10

RBP R16

32 bit system? no problem,
just EIP instead of RIP, EAX
instead of RAX, etc

41



Parts of a register can be addressed directly

E-X: Bottom 32 bits
° R-X: All 64 bits ° Caution: writing to a 0 -X: Bottom 16 bits o -{H,L}: Bottom 8 bits
32-bit register will zero

out upper bits.

[RAX CEAX -V }

Bit 63 31 15 7 0




Basic Ops and AT&T Vs. Intel Syntax

Meaning AT&T Intel

rbx = rax movq %rax, %rbx mov rbx, rax
rax = rax + rbx addq %rbx, %rax add rax, rbx
IcX = rex << 2 shl $2, %rex shl rex, 2

) ]

AT&T is at odds w/ assignment order 0 Intel mirrors assignment order

» Default for objdump . :
. Default in UNIX * objdump —M intel
e Default for windows

43



Memory
Operations




Memory Loads

What do these instructions do? OxFfF |6

. Register  Value Oxee |5

1. movb (%rax), dl . oz loxdd |4
rdx 0x0 Oxcc |3

2. mov (%rax), edx by Ox 5 i s
‘ ‘ Oxaa |

Src dst 0x00 |o

* Bracket “[]” indicates Intel
e Paren “()" indicates AT&T

45



Memory Loads

What do these instructions do? Oxff |6
Register  Value Oxee |5
1. movb (%rax), dl . 03 Oxdd |4
rdx 0x0 Oxcc |3
1. mov (%rax), edx by Ox 5 i s
Oxaa |!
1. Moves 0xcc into dl 0x00 o

2. Moves 0xcc — Oxff into edx.

But what number is this?

46



EXAMPLE

We'll assume x86/x86_64 mov (rax), rcx rora
from now on: ,
. Register Value Oxee |5
* Address a goes into
: : rax 0x3
register bits O-7 Oxdd |4
rdx Oxcc
* Address a+1in the 8-15 Oxcc |3
rbx 0x35
 Andsoon Oxbb |2
Oxaa |
0x00 |o

RDX Oxff Oxee Oxdd Oxcc

32 0

47



Process Memory
Organization




0 Stack Grows Down

0 Shared libraries go up

Heap (brk syscall) grows
up

%rsp

brk

user stack

v
!

shared libraries

*

run time heap

OX00007/FFFFFFFFFFF
(128TB)

64-bit pointers and upper
bits must match 47!

0X00000000VVLYVLVO

49



On the stack

— Local variables

— Lifetime:
stack frame

On the heap

— Dynamically allocated
via new/malloc/etc.

— Lifetime:
until freed

%rsp

brk

user stack

v
!

shared libraries

*

run time heap

OX000O/FFFFFFFFFFF
(128TB)

0X0000000VVVLYY

50



Procedures

* Assembly code doesn't have procedures

» Compilers implement procedures
— On the stack

— Following the call/return stack discipline

51



The compiler needs to implement a call stack, calling convention, and a way to
pass arguments for code being compiled, third-party binary libraries, and the OS

{

char buf[16];
int c, d;
if(a > b)

C = a;

else
c = b;

= f2(c, buf);

int f1(int a, int b) -——0 Need to access arguments

o

0 Need space to store local
variables (buf, ¢, and d)

o Need space for call
-
arguments

return d;

0 Need a place to return values

52



Recall the basic stack semantics of function calls

Function Call Chain

AC...)
{ A )
B(...) l
B() { '
) c() W
C C
C() C(...) l
} { C
C() N l Y,
}

53



The Stack

‘

Frame for Function Call Chain
e Jlocals
— * pushing parameters s ™
* temporary space A
- l
Call B
= “pushes”
new frame l \\
C
e When callee \_ l J
returns it
— “pops”
its frame

54



A Toy Example

void print(char * message) {
char buffer[64];
strcpy(buffer, message);
printf("%s\n", buffer);

}

int main(int argc, char ** argv) {

print(argv[1]);

return 0;

55



080491d7

A Toy Example 804912 -

804917 :

void print(char * message) {

char buffer[64];

8049202 :
strc buffer, message):
py( ' g )' 8049207 :
printf("%s\n", buffer);
} 804920F :
int main(int argc, char ** argv) {
08049210
print(argv[1]);
return @, 804925e:
} 8049263 :
Transfer control to functions
using the call instruction
8049274 .

<print>:

e8
83

e8
83

c3

<main>:

e8
83

c3

69 fe ff ff call 8049060 <strcpy@plt>
c4 10 add $0x10, %esp
69 fe ff ff call 8049070 <puts@plt>
c4 10 add $0x10, %esp

ret

Return to the caller using

the ret instruction

74 ff ff ff call 80491d7 <print>
c4 10 add $0x10, %esp

56

ret



Call - Ret Semantics

Call semantics: Store address of next instruction (the return
address) where the current stack pointer is pointing and then
jump to target address. call target is equivalent to:

oush next_address
mem(sp] = next_addr; sp -= sizeof(next_addr)

Jjmp target

Ret semantics: Read address of next instruction from the
stack (the return address) and jump to it. ret is equivalent to:

pop next_address

next_addr = memlsp]; sp += sizeof(next_addr)

jmp next_address

57



A Toy Example

void print(char * message) {

char buffer[64];

exffffdé6c

strcpy(buffer, message); oxffffd64e
printf("%s\n", buffer);

}

int main(int argc, char ** argv) {

) print(argv[1]);

return 9;

}

804925e: e8 74 ff ff ff call 80491d7 <print>

esp = Oxffffd6e40; eip = 0x804925e

main return addr

main locals vars

58




exffffdé6c

A Toy Example main return addr

void print(char * message) {

mmm) char buffer[64];

strcpy(buffer, message);

main locals vars

OxFfffd6an print return addr
Bx8049263

printf("%s\n", buffer);
}

int main(int argc, char ** argv) {

print(argv[1]);

return 9;

80491d7: 53 push  %ebx

esp = Oxffffdé3c; eip = 0x80491d7

59



A Toy Example

void print(char * message) {

char buffer[64];

strcpy(buffer, message);

mmmm) printf("%s\n", buffer);

}

int main(int argc, char ** argv) {

print(argv[1]);

return 9;

8049202 :

esp

Oxffffd5e0; eip

e8 69 fe ff ff call

Bx8049202

exffffdé6c

Oxffffd6e4e

oxffffd5e0

8049070 <puts@plt>

main return addr

main locals vars

print return addr
Bx8049263

print locals
including buffer
(at least 64
bytes)

60




A Toy Example

void print(char * message) {
char buffer[64];
strcpy(buffer, message);
printf("%s\n", buffer);

}

int main(int argc, char ** argv) {

print(argv[1]);

return 9;

804920f : c3

esp = Oxffffdée3c; eip = 0x804920f

ret

exffffdé6c

Oxffffd6e4e

oxffffd5e0

main return addr

main locals vars

print return addr
Bx8049263

61



A Toy Example

void print(char * message) {
char buffer[64];
strcpy(buffer, message);
printf("%s\n", buffer);

}

int main(int argc, char ** argv) {

print(argv[1]);

return 9;

8049263 : 83 c4 10

esp = Oxffffde40; eip = 0x8049263

exffffdé6c

Oxffffd6e4e

oxffffd5e0

add SOx10, %esp

main return addr

main locals vars

62




Buffer Overflows




What Are Buffer Overflows?

A buffer overflow occurs when data is written
outside of the space allocated for the buffer

 C does not check that writes are in-bounds

1. Stack-based

— what we'll cover today

2. Heap-based

— more advanced
— very dependent on system and library version

64



exffffdé6c

A Toy Example |nput: ./bof0 "ABCD"

void print(char * message) {

main return addr

main locals vars

char buffer[64];

strcpy(buffer, message); OxFFFfd640 print return addr
: y 0x8049263
) printf("%s\n", buffer);
}
int main(int argc, char ** argv) {
ffffd5e0
print(argv[1]); ox ©
return 9;
}
8049202 . e8 69 fe ff ff call 8049070 <puts@plt> .

esp = Oxffffd5e0; eip = 0x8049202



A Toy Example Input: ./bof0 "AAAAAA...

void print(char * message) {
char buffer[64];

strcpy(buffer, message);

mmmm) printf("%s\n", buffer);
}

int main(int argc, char ** argv) {

print(argv[1]);

return 9;

8049202 : e8 69 fe ff ff call
esp = Oxffffd5e0; eip = 0x8049202

exffffdé6c

main return addr

main locals vars

Oxffffd6e4e

oxffffd5e0

8049070 <puts@plt>
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exffffdé6c

A Toy Example Input: ./bof0 "AAAAAA...AAAAA...AAA"

void print(char * message) {
char buffer[64];

strcpy(buffer, message);

exffffd64e
) printf("%s\n", buffer);

'
int main(int argc, char ** argv) {

orint(argv[1]): exffffd5eo

return 9;
}

8049202 . e8 69 fe ff ff call 8049070 <puts@plt>

esp = Oxffffd5e0; eip = 0x8049202

<
<<
<
<
<
<
<

.AAAA ..

AAAAA. .
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exffffdé6c

A Toy Example Input: ./bof0 "AAAAAA...AAAAA...AAA"

void print(char * message) {

<
<<
<
<
<
<
<

char buffer[64];

strcpy(buffer, message); OxfEEfd640 EEE
<
) printf("%s\n", buffer); :
) >
<C
int main(int argc, char ** argv) { 2
orint(argv1]) exffffd5eo
return 9;
}
804920f : c3 ret

esp = Oxffffdée3c; eip = 0x804920f
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A Toy Example

void print(char * message) {
char buffer[64];

strcpy(buffer, message);

mmmm) printf("%s\n", buffer);

}

int main(int argc, char ** argv) {

print(arg

return 9;

exffffdé6c

Input: ./bof0 "AAAAAA...AAAAA...AAA"

Oxffffd6e4e

<
<<
<
<
<
<
<

.AAAA ..

AAAAA. .

oxffffd5e0

Program received signal SIGSEGV, Segmentation fault.

Ox41414141 in 2?2 ()

(gdb) i r eip

eip Ox41414141 0x41414141
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exffffdé6c

A Toy Example Input: ./bof0 "AAAAAA...AAAAA...AAA"

void print(char * message) {
char buffer[64];

strcpy(buffer, message);

mmmm) printf("%s\n", buffer);
}

int main(int argc, char ** argv) {

Oxffffd6e4e

<
<<
<
<
<
<
<

.AAAA ..

AAAAA. .

oxffffd5e0

print(argv[1]);

At} © dmesg -T | grep segfault

} [Thu Mar 21 10:58:52 2024] bofO_real[21893]: segfault at
41414141 ip 0000000041414141 sp 0000000Offffd640 error 14

in libc.so.6[f7d85000+20000 ]
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Can we return control to another function?

Let's do it Live!
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Shellcode
Injection




Shellcode

Traditionally exploits injected assembly
instructions for exec(“/bin/sh”)
into buffer.

Data Execution Prevention and other defenses
have made this exploitation technique
ineffective on consumer commercial OSes for
over a decade.

Sadly, this is still applicable in areas like IoT,
energy, and so on.

* Considered a basic skill for exploitation
(even if not on your latest OS)

* See "Smashing the stack for
fun and profit” for one string

 orsearch online OR write it yourselfl

argv

argc

&buf

shellcode

arg2

arg1

< %bp

< %sp
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Recap

To generate exploit for a basic buffer overflow:

Determine size of stack frame up to head of butfer

1. Overflow bufter with the right size

shellcode padding &buf
~_ -
computation + control
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To Bonus #0 POAIC aveERBNKE

[TpoBeoyuia: Asutépa 1n AtrpiAiou, 23:59

Bonus #0
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https://classroom.github.com/a/EHfMmJWb

EuxapioTw Kal KOAR pEpa euyouai!

Keep hacking!



